Nudopmanuonnbie MaTepUaJIbl 00 AKTYAJbHBIX HETATUBHBIX SIBJIEHUAX
B M (POBOM NMPOCTPAHCTBE U CIIOCOOAX MPOTUBOAEHCTBUSA TAKUM TE€HACHUNAM

1. He3akoHHoe moTpedJieHHe 1 000POT HAPKOTHYECKHX CPeICTB
Brinmyck onnaitH-mapadona [[mxenus [lepsoix «llepBbie. HaBbIkU 1St sKUZHI
NOCBAIIEH TOMY, KaK IMPOTUBOCTOATh PACIPOCTPAHEHHIO 3aNPEIICHHBIX BEIIECTB Yepes
COLIMAJIbHBIE CETU, MECCEHIPKEPHI U OHJIANH-UTPBI:
https://vk.com/wall-214524833 291092

2. MoieHHHYeCTBO
Ik BHEYpOYHBIX 3aHATUH 1O BoOIpocaM HHOOPMAIIMOHHOW OE€301acCHOCTH
U 1UGPOBON TUTHMEHBI IIKOJBHUKOB, PEKOMEHIOBaHHBIM Poccuiickoil akanemMuei
00pa3oBaHUs, BKIIOYAET METOJMYCCKHUE PEKOMEHJIAIMK IS MMPOBEICHHUS BHEYPOUYHBIX
3aHATHI 10 TeMe « MomeHHn4YecTBo» g 2-6 u 7-11 kiraccos.
https://cifrateka.ru/teachers/?sectionld=56

[{udpoBoii cepBHC MO KU3HEHHON CUTYaIluu «3alluTa OT MOIICHHUKOB B CETH
Ha EnuHoM mnoprane rocylapCTBEHHBIX M MYHULIMNAIBHBIX YCIOyr (PyHKIMIL)
(moptan I'ocycayr).

https://www.gosuslugi.ru/scammer_protection

CepBHC TIPEAOCTABISET BHIOOP CIACAYIONIUX CUTyaruil: « MOIIEHHUKH MBITAKOTCS
noiyuuth jgoctyn kK locycmyram» (3Ta cuTyauus HamnpaBlieHa Ha TMOMOUIb
B BOCCTAaHOBJICHMM KOHTPOJISi HaJ YYETHOM 3amuchio) U «S Xody 3alIUTUTHCS
OT MOIICHHUKOB B CeTH» (B JaHHOW CUTYyallMM peYb UJET O Mepax MpeaoTBpaIleHUs
MPECTYIHBIX IEHCTBUIA).

B pamkax mepBoil cuTyaluu mpecTaBieHa MOAPOOHAs MHCTPYKIUS, B KOTOPOM
coziepkuTCs HHGOPMAITUS O TOM, YTO JeNaTh, €CIU TPAKIAHUH YK€ COOOIINI mapoib
i kox u3 CMC MolieHHUKaMm.

B pamkax BTOpoOil cuTyalluu pacCMaTpUBAOTCS MEPhI, HAMIPABICHHBIE HA 3aUTY
OT KUOEpPHpecTyMHUKOB (3ampeT Ha o(OpMJIEHHE JOTOBOPOB CBSI3U, 3aIpeT
Ha MOJIyYeHUE KPEJUTOB U 3aiiMOB, MpaBuiia 0€30MacHOCTH MpH Teae(HOHHBIX 3BOHKAX,
CIocoObl 3alUTHI OT (PMHAHCOBOTO MOIIIEHHUYECTBA), a TaKXKe MPEICTABICH YEK-JIUCT
1o HU(PpPOBOM THTHUEHE.

Perynsapno oOHOBisiemMas 0a3a MOIIEHHUYECKMX CXEM Ha JaHHBIA MOMECHT
BKJIFOYAeT 86 CXeM C UX KPaTKUM OIHCaHUEM
https://www.gosuslugi.ru/scammer protection/schemes?s=9&p=1

3. BepOoBka
MeTOI[I/I‘-IeCKI/Ie PCKOMCHAAIINHN JJISL neJarortdyeCKux pa6OTHI/IKOB
0011e00pa3oBaTeIbHBIX OpraHu3aIui «OnnaitH-BepOOBKa MOAPOCTKOB:

npodriakTHaeckas padboTa B IIKOJIE)
https://cifrateka.ru/upload/iblock/ac7/v8tkip9ovxy70w011j0pahi2ty97ufOl.pdf



https://vk.com/wall-214524833_291092
https://cifrateka.ru/teachers/?sectionId=56
https://www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1
https://cifrateka.ru/upload/iblock/ac7/y8tkjp9ovxy70w01ij0pahi2ty97uf0l.pdf

4. OnacHbple TPeHbI B COMUAIBbHBIX CETAX
Nudopmarmonnsie  kapTouku, mnoaroroBieHHble AHO  «HamuonanbHbIC
IIPUOPUTETHI COBMECTHO C AJTbIHCOM (JOCTYMHBI Ha pecypcax OObsicHIeM.pd)

lMpyvepbl pUCKOBAHHbIX
TeM B couceTax:

+

UrPbl C yAyLUbEM W 3a€PXXKON AbIXaH WS

4

NPLIKKN C BbICOTbI, MAAEHNS, S3KCTPEMA/IbHbIE
«MPOBEPKI»

CaMOMNOBPEXAEHNE «PaaV BULEO»
NPUEM TabNeToK UK APYrnX BELLLECTB «Ha Crop»
arpeccyBHbIE PO3bIrPbILLN

+ + + <+

ornacHble 1andxaku
.
Echu Bbl yBUAENN, UTO pe6E@HOK MHTepecyeTcs

NOCTaMW Ha 3TW TeMbl, 0653aTe/IbHO
noroBopuTe C HUM.




Nouemy pe6€HKyY
MHTEepecCHO:

4 XenaHume bbIThb «Kak BCe»
4+ CTpax cTaTb U3roem

4+ NOTPebHOCTb B NPU3HAHUK W NaliKax

+ HefoCTaTOYHAas 3peNoCTb 30HbI MO3ra,
OTBeuYatoLLLel 3a NOCAeACTBUA

NHTepec pe6EHKA YCMNNBAKOT M a/IFOPUTMBbI
coLCeTelr: OHV aHANN3UPYIOT, YTO CMOTPUT

NoNb30BaTe/b, U CHOBA 1 CHOBA NOKa3bIBaOT
MOXOXWe POSIIKN.



Ha uto o6paTunTh @
BHUMaHue

PebéHoK

BPSAA /1N BaM paccKaxer,
YTO XOYeT y4acTBOBaTb

B OMAacHOM YenneHaxe.
CTOUT HACTOPOXKNTLCH,
ecnu:

+ pebeHOK YacTo npsyeT TenedoH

4+ N3MEHMUN0Cb NoBeAeHMe, MOsiBUNACH
TPEBOXHOCTb

4+ Bbl 3aMeyaeTe CUHAKN NN NMopessbl,
pPebEHOK He MOXET OOBbACHUTb, OTKYAa OHU

4+ eCTb AaB/ieHNe CO CTOPOHbI Apy3el

4+ roBOpwUT BaMm: «Tbl MPOCTO He NMOHUMAaEeLLb,
3TO TPEHA»



Kak pearnpoBaTthb

poauTenam

CTpax 3a pe6éHKa — 3T0 HOPMaJlbHO.
Ho pa3roBop ny4ylle HauMHaTb, KOrga aMouum
YTUXHYT.

He cTonT: NoBbIWATL r0N0C, KPUYaTh, CThIANTD,
yrpoxartb, oT6upaTtb TenepoH 6e3 06 bACHEHWIA.
Takas peakuys MOXeT MOATONIKHYTb pebEHka

K TOMY, YTO OH by/ieT CKpblBaTb OT BaC CBOé
yyacTye B MOAOOHbIX YeneHaxax.




Kak npaBu/ibHO
pa3roBapuvBaTb

He ob6BUHsANKTE! CKa)kure:
BmecTo: «Thbl BOOOLLIE «fl BO/IHYHOCb
AyMaellb ro0BON?» 3a Teba» 1 «/laBalt
NN «5 3anpeLLar — pasbepémcs

N BCE» BMeCTe»,

NHorpa pebéHky BaXXHO He 06 bsCHEHMeE,
a BO3MOXHOCTb ObITb YC/IbILLAHHbIM.
He nepebuBanTe ero.

B pasroBope onupanTecb Ha ¢paKThl.
Hanpumep:

«Bngeo B nHTEPHETE «[pwn yayuibe
OCTaeTCcsa HaBceraa» KNeTK MO3ra

nornbaroT
332 HECKOJIbKO MUHYT»




NMpeanoXxurte

aJibTEPHATMNBDLI

XXenaHwe pycKoBaTb — YaCTb B3POC/I€HUSA

N rMouncka cebs. BaxHO He NOAaBUTL €ro,

a HanpaBUTb 3HEPruo B BEpHOM HarpaBneHnI.
BO3MOXHbl€ afibTepPHaTUBI:

4+ CNOPT U aKTUBHOCTb, €C/IN HY>XXeH
afpeHannH

+ TBOpYecTBO, 6/10r 1 X0661, YTOOLI NONYyYaTb
60nbLUe BH/MaHUSA

+ noaaepxka 1 noxeana AomMa, ecnv pebeHky
He XBaTaeT MPU3HaHWS



UTo e e MOXKHO
caenarthb:

G\
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+ 006CyaunTe, Kak NpaBUIbHO MOJIb30BaTbHCS
coyceTamm

4+ HacTpounTe BO3pacTHble OrpaHNYeHs

4+ obcyganTe ¢ pebEHKOM TO, UTO OH CMOTPUT
B IHTEpHeTe

4+ Hay4uTe npoBepaTb VIHq)OpMaLJ,VIl-O

Bawa 3agayua — He 3anpewiatb WKW Nyratb,
a HayunTb pebéHkKa BUAETb OnacHble TPpeHAbl

N oUueHNBATb X NOCNEACTBUA.

5. TpaBuas (Ku0epOyJiuHr)
[k BHEYpOYHBIX 3aHATHH 1O BoIpocaM HHOOPMAIIMOHHOM O€301acHOCTH
U 1UGPOBON TUTHEHBI IIKOJIHHUKOB, PEKOMEHIOBaHHBIH Poccuiickoil akagemMuei
o0pa3oBaHMsl, BKIIIOYAET METOJIMYECKUE PEKOMEHIAIMH AJI TPOBEJICHUS BHEYPOUHBIX
3aHATUN 110 TeMe « TpaBis» st 2-6 u 7-11 kmaccos.
https://cifrateka.ru/teachers/?sectionld=56



https://cifrateka.ru/teachers/?sectionId=56
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[IpoekT B dopmare JICHIUHIOBOM CTpaHMIIbI B ceTH MHTEpHET, peann3oBaHHBIM
Munnudpsl Poccun B paMkax BCepOCCUUCKOMN MPOTpaMMbl KHOSPTUTHUEHBI U TTOBBIIIIEHUS
rpaMoTHOCTU rpaxaaH Poccuiickon @Penepaumu. Ha caite mnpoekra paszmenieHa
uHbopMaIMs JUIsi KaKJOr0 U3 YYaCTHUKOB KHOEpOyJUIMHTa: KEPTBBI, arpeccopa
1 HaOIro1aTens

https://ku6ep-oyaauHr.pd/

Nudpopmanmonnsie  kaptouku, mnoxaroroBieHusle AHO  «HauuonanbHble
MPUOPUTETHI COBMECTHO C AJIBSTHCOM (IIOCTYITHBI Ha pecypcax OO0bsicHsaeM.pd)

POD]

Ecnn Bbl yBUAEnu B yate KOHPINKT, He CTOUT
pearnpoBaTb 3MOLMOHANbLHO. DTO MOXeT
yCyrybuTb cUTyauuto,

He Hy>XHO: NyuJuwe:
* MNCaTb rHeBHbIE * caenaTb

coobLeHns CKPUHLLOTHI
B 06U YaT nepenucku
BbIICHATb * 3apuKCMpoBaTb
OTHOLUEHUS KOHTEeKCT 1 AaTy
ny6AnyHoO * CMOKOWHO
06BUHSATL obaymaTb
UYXKNX AeTewn AanbHenwmne

warum



https://%D0%BA%D0%B8%D0%B1%D0%B5%D1%80-%D0%B1%D1%83%D0%BB%D0%BB%D0%B8%D0%BD%D0%B3.%D1%80%D1%84/
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NMoapepXxka,

a HE A0onpocC

CrnoKoMHO norosopuTe ¢ pe6eéHKoM.
OH A0/1KeH MOHATb, YTO Bbl HA €ro CTOpoHe.

Pa3rosop MO>KHO HauaTb TaK: «f yBuaen(a)

COObLLIeHNsI B YaTe 1 XOUY MOHSATb, Kak Tbl cebs
YyBCTBYeLlUb. Pacckaxw, 4To TaM NpPorCXoAMuT.
Tbl B 6€30MaCHOCTN?»

Ba>kHoO:

« CnywaTtb
6e3 ocyxaeHus

* He obecueHMBaTb
npobnemy

* He 06BUHATbL
pebéHka
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Ecnu Ball pe6€éHOK —
)XepTBa

* MycTb pe6éHOK NPOroBOPUT CBOU YYBCTBA,
a Bbl MOAAEPXUTE ero

* O6BACHUTE, YTO TPaBNA —
3TO OTBETCTBEHHOCTb 06UAYNKOB

+ CoxpaHuTe AoKa3aTenbCTBa 6ynnuMHra
N coobLmMTe 06 3TOM MNCUXONOTY, KTACCHOMY
PYKOBOAWUTENHO, @ NPU HEOHXOANMOCTU —
PYKOBOACTBY LLUKO/bI
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Ecnu BaLl pe6eHOK —

o6nauumnk

He nbiTaliTecb cpasy HakasblBaTb
N onpas/blBaTb pebéHka — pa3beputech
B CUTyauuun. 3agaMiTe Takue BONpocChl:

«YTO Tbl YyBCTBOBA/,

KOrza nmucan 3To?» ,
« «Kak, no-TBoeMmy, 4yBCTBYyeT 4

cebsa gpyrovi pe6eHoK?» ’

.
Ba><Ho:
* BbI3BaTb Yy pebéHka conepexmnBaHue
* 0O6BACHUTL NOCNEeACTBUSA

* MOMOYb NCNPABUTb CUTYaLINIO

v

A

h
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Ecnu pe6eHoK —

Ha6bnwaareno

O6cyauTe c pe6EHKOM:

* YTO MONYanuBbie CBUAETENN YCUNTNBAIOT
TpaBJIKo 1, MO CYyTN, CTAHOBATCSA
ee coyvacCTHUKamMu

* Kak nogaepiKaThb XXePTBY OyN1MHra

* KKOMY 13 B3POC/IbIX MO>XKHO 06paTVITbCFI
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Hy>XHO 1 nucaTthb

B o6LLM yaT?

O6cypuTe CUTYaLMIO C K/TACCHbIM
pyKoBoauTenem 1 BMecTe peLunTe, Kak ay4ylle
AeNcTBOBaThb. Balla 3agaya — cnpaBUTbCS

C Npobnemoii, a He gokasaTb, YTO Bbl NMPaBbl.

NMy6anyHbIe KOHPNUKTBI
poavTenen Moryr:

*  YyCyrybuTb NnosnoxeHume
feTten

* CNPOBOLMPOBATL
arpeccuio B knacce

* pasgenUTb B3POC/bIX
Ha BpaxzaymoLue
nareps
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Hy>KHO nu nagTwm
B NOJZINLLMIO

OﬁpaTMTbCFI B aAMVWHUNCTPAUUNKO LLWKOJIbI

UJIN NMpPaBOOXPaHUTEJIbHbIE OPraHbl HY>KHO,
eC/in Bbl BUAUNTE B YaTe:

* Yrpo3bl
* CUCTeMATUYECKYH TPaB/HD

* pacnpocTpaHeHune NNYHbIX GOTO
* BbIMOraTesibCTBO
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6. CepBucol 1 MaTepuaJbl 10 HMGPOBOH 0€30NMIACHOCTH
KaraJgor 00y4aromux KYPCOB o udpoBoi
rPAMOTHOCTH — OT TMPaBWJI PE3EPBHOTO KOMHUPOBAHUS JAHHBIX JO METOJOB
pacrio3HaBaHusl TUIeKoB
https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=2

Tect mo undpoBoii rPAMOTHOCTH, OIPEICIAOIINN YPOBEHb OCBEIOMIIEHHOCTH
B 9TOH cdhepe
https://www.gosuslugi.ru/scammer_protection/quiz

Pa3nen na noprane ['ocycnyr « Kubdepoe3onmacHocTb — 3T0 MPOCTO!», rie coopana
nojie3Hass HMHpopMauus O pa3HooOpa3HbIX KubOepyrpo3ax. B oTmenbHbIX Oi10Kax
pa3MellleHbl PEKOMEHJAIMK, CIEUUaIbHO pa3paboTaHHbIE B TOM YHUCIE JUIsl AETEH.
[TomuMo 3TOrO 0CO00E BHUMAHUE YACJIECHO 3alllUTe OT (PUIINHTA, CO3AHUIO HAJIEAKHBIX
napoJiel U NpopuIaKTHKE Teae(hOHHOIO MOILIEHHUYECTBA.

https://www.gosuslugi.ru/landing/cybersecurity

Paznen na mnoprame I'ocycinyr «be3omacHocts aeredi B  HHTepHere»,
€ MPEACTABIICHBI PEKOMEHIAIIMU U HHCTPYKIIMH 110 HACTPOUKE CPEACTB POJAUTEIBCKOTO
KOHTpOJsi, uHpOpManus O OECIUIATHBIX CEepBUCAX W MaTepuanax Mo udpoBoit
0€30MacHOCTH ¥ OMIHSIX JETCKOTO PEeXKHMa B Pa3IUYHBIX MOMYJSPHBIX CEPBHCAX
U TIPUIIOKEHUSX

https://www.gosuslugi.ru/life/details/internet_safety children

Mpoexkr «(IIU®POBOM JIMKBE3», peamusyemsii Munrudpsr Poccun
coBmectHo ¢ AHO «UudpoBas »sxoHOMHKa». B pamkax mnpoekra JOCTYIHbI
BUJICOPOJIMKM OT BEAYIIUX TEXHOJOTMYECKUX KOMIAHUM, MOCBSIICHHBIE aKTyalbHBIM
yrpo3aMm HH(OpPMaIMOHHOM Oe30macHOCTH (CoLuanbHAasi HWHXKEHEPUs, IPONIEPCTBO,
MOILIEHHUYECTBO C aunderdkaMy, Kpaka aKKayHTOB, JIOKCMHI U Jp.) U crocodam

MPOTUBOJICCTBUS UM
https://digital-likbez.datalesson.ru/?ysclid=mmui632wzl130807036

IMpoekr «YPOK HUDPBI», peanuzyembrii Munnudpsl Poccuu coBmecTHO
¢ AHO «ludpoBas 5>KOHOMHKA», NPEIOCTABISIOMUNA BO3MOXKHOCTh IOJYYUTh

CHeIMaTN3UPOBAHHBIC 3HAHUS U TTO3HAKOMHUTHCS ¢ akTyanbHbIMU U T-tipodeccusimu
https://ypoxkimdpsl.pd/?vsclid=mmui90d6uv29051143 1

Beb-nopran Anbsinca « HUPPATeka. budaunoreka npakTudyecKux 3HAHHIN»,
Ha KOTOPOM MpeJCTaBieHa Moje3Has MHPOpMalMs OT BEAYIIHUX JKCIEPTOB B cdepe
Oe3omacHOCTH B MIHTEpHETE U IICUXOJIOTUH HE TOJIBKO IS IeTEN U MOAPOCTKOB, HO U JUISI
poauTeNel U yuuTenel, craTbi, 00pa3oBaTebHbIE KBU3bI, 4 TAK)KE YEK-JTUCTBI, KOTOPbIE
IIOMOTYT IIPOTUBOCTOATH ONIACHOCTSM B MIHTEpHETE

https://cifrateka.ru/articles/



https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=2
https://www.gosuslugi.ru/scammer_protection/quiz
https://www.gosuslugi.ru/landing/cybersecurity
https://www.gosuslugi.ru/life/details/internet_safety_children
https://digital-likbez.datalesson.ru/?ysclid=mmui632wzl130807036
https://%D1%83%D1%80%D0%BE%D0%BA%D1%86%D0%B8%D1%84%D1%80%D1%8B.%D1%80%D1%84/?ysclid=mmui90d6uv290511431
https://cifrateka.ru/articles/
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Metonuueckoe mocobue «Puckm B 1nudpoBoil cpege: AUATHOCTHKA,
NPopUIAKTHKA, KOPPEKUMA», aJpECOBAHHOE I1e1aroraM, ICUX0J0raM, BOCIIUTATEISIM
U POAUTEISAM

https://cifrateka.ru/upload/iblock/666/rjuy813z15ynidujjh22kg0OxoaSkktti.pdf

['oTOBBII LMK/ BHEYPOYHBLIX 3aHATHH MO BONpocaM HH(POPMALMOHHOH
0e3omacHOCTH W UHU(PPOBOHl TUrHMeHbl MIKOJIbHMKOB (2-6 u 7-11 kmaccon),
pekoMeHoBaHHbI Poccuiickoit akangemueirr oOpaszoBanus (Iludpareka. Bapocasie /
yUHUTEIsIM / MeToindeckune MaTepuaiibl). OCHOBHBIME (hopMaTaMu MPOBEICHUS 3aHATUN
SBJISIFOTCSL Oecellbl C JJIEMEHTAMH HUIPOBOM JESATETBbHOCTH, a TaKXe MPAKTUKYMBbI,
OpUEHTHPOBAHHBbIE HA CO3J]aHUE COOCTBEHHBIX MPOEKTOB B cepe MHPOPMALMOHHON
0€30MacHOCTH.

https://cifrateka.ru/teachers/?sectionld=56

NupopManuoHHO-MeTOAUYECKHE MATEPUAJIBI JJs1 poauTeseid (3aKOHHBIX
npeacTaBureneil) «bezonacHocts nereit B Mintepuere»
https://disk.yandex.ru/i/KDIIgrfTLIXiA

Buaeoypok ot npeacenarens AnbsiHica benskoBoit E.A. «Kak opueHTHpOBaTHCS
B OHJIAWH-NIPOCTPAHCTBE)», TOATOTOBICHHBIN doHIOM «CTpaHa Ijis ACTei» B paMKax
akunu «be3omacHocTh gercTtBay YnomHoMoudeHHoro mnpu Ilpesupente Poccuiickoi
®enepanuu 1o npaBam pedenka M.A. JIbBoBoli-benoBoii.

https://vkvideo.ru/video-207180658 456239300?t=1m42s

Ilnargpopma mu@ppoBoi IPpaMOTHOCTH IJISI HE3PAYUX JeTeld - COBMECTHAS
ununuatuBa [TAO «BeiMnenkom», Everland u AnbsiHca, HampaBjeHHas Ha TIOMOIIb
MOJAPOCTKAM C HAPYIICHUSIMU 3PEHUSI B OCBOCHUH ITU(DPOBHIX HABBHIKOB

https://beelineforkids.ru/



https://cifrateka.ru/upload/iblock/666/rjuy8l3z15yni4ujjh22kg0xoa5kktti.pdf
https://cifrateka.ru/teachers/?sectionId=56
https://disk.yandex.ru/i/KDlIgrf1IL9XiA
https://vkvideo.ru/video-207180658_456239300?t=1m42s
https://beelineforkids.ru/

